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ABSTRACT: The article explores the concept of smart villages, emphasising the integration of information and communication 
technologies (ICT), blockchain, and decentralised autonomous organisations (DAO) to improve sustainable management in rural 
communes. It highlights blockchain's role in decentralisation and process automation via smart contracts, offering benefits like 
improved transparency and reduced administrative costs. A hybrid approach that merges these technologies with traditional 
methods is recommended to optimise management while valuing human capital. This approach also requires investments in 
infrastructure, education, and legal adjustments to facilitate integration. A case study of the Pałecznica commune illustrates the 
successful implementation of a modern energy security management system that can be integrated with blockchain technol-
ogy. Ultimately, the hybrid model ensures an effective transformation of public administration, increasing transparency, effi-
ciency, and sustainable development in smart villages, as well as improving security in energy management. 

KEYWORDS: Smart Village, Sustainable Development, Blockchain, Distributed Governance, DAOs, Internet of Things, energy 
security management 
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Introduction 

The concept of a smart village is related to rural development and presupposes the utilisation of 
innovative information and communication technologies (ICT), alongside novel management models, 
denoting intelligent governance and institutions, and deliberate local development planning. This 
aims to improve the quality of life of residents, signifying efficient service delivery, sustainable 
resource management, and the stimulation of social and economic activities in rural areas, indicative 
of participatory management (Trajer & Trajer, 2021; Nazarko & Bokun, 2024). Unlike the traditional 
approach, where rural areas were often considered less attractive for investment and development, 
the smart village concept sees them as dynamic centres of innovation, able to work with cities and 
regions on a partnership basis rather than as a peripheral. The basic assumption of smart villages is 
the integration of new technologies with management processes, production, and the provision of 
public and social services (Kalinowski et al., 2022). These activities may include, among others, the 
implementation of the broadband Internet, environmental monitoring systems, digital registers and 
service platforms, smart energy networks, local e-commerce platforms supporting agriculture, and 
solutions facilitating communication between local government authorities and residents. An impor-
tant element is also stimulating intersectoral cooperation between local entrepreneurs, farmers, 
nongovernmental organisations, scientific institutions, and public institutions, leading to the crea-
tion of more resilient and innovative communities (Naldi et al., 2015). According to the European 
Commission documents, smart villages are rural communities that base their development on exist-
ing assets (e.g. cultural wealth, natural resources) and effectively use modern technologies and inno-
vative solutions to improve the quality of life and working conditions of residents. This goal must be 
achieved simultaneously with respect to the natural environment and social integration (European 
Commission, 2017). 

This article seeks to explore the potential applications of blockchain technology in municipal 
process management with the goal of improving security, transparency, and business continuity. 
Implementing blockchain-based solutions enables the decentralisation and immutability of data 
records, increasing the level of trust in the management system and reducing the risk of abuse or 
manipulation of information. Furthermore, the use of blockchain can improve administrative pro-
cesses, accelerate resident service, better coordinate activities between organisational units, and 
reduce costs related to documentation and data logistics. Within this framework, the article attempts 
to identify specific domains of municipal operations where blockchain technology may be employed 
to enhance the efficiency and transparency of the management process. It also examines both the 
advantages and the potential challenges and limitations that arise from the implementation of such 
solutions (Ølnes et al., 2017). The novelty presented in the article is the concept of an integrated 
blockchain system with the management infrastructure of the integrated village of Pałecznica, taking 
into account the existing components of the automation of energy settlement to achieve transparency 
in information. 

An Overview of the Literature 

The concept of organisational management is not a homogeneous concept; therefore, it is not 
possible to find a general definition that precisely outlines what this process involves. According to 
Griffin, management is a set of activities (including planning and decision-making, organising, lead-
ing, i.e., managing and controlling people) directed at the organisation’s resources (human, financial, 
material, and information) and performed with the intention of achieving the organisation’s goals in 
an efficient manner (using resources wisely and without unnecessary waste) and effective (operating 
successfully) (Griffin, 2016). In management and quality sciences, a distinction is made between the 
management of business and non-business organisations (i.e. public institutions), which is fully jus-
tified because they have different goals and tasks, different sources of income, operate in different 
conditions, and have a different scope of decision-making independence. 

Similarly to private sector enterprises, public sector entities are seeking innovative solutions 
enabled by advances in contemporary technologies. One such contemporary form of organisation is 
the concept of a decentralised autonomous organisation (DAO). 
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The development of blockchain and cryptocurrency technologies in the 21st century has led to 
the emergence of new forms of organisation that operate based on the principles of decentralisation, 
automation, and transparency. One of the most innovative phenomena in this trend is DAO that is an 
organisation that operates without a centralised board of directors, in which rules and processes are 
built into the source code of smart contracts based on blockchain technology, and important deci-
sions are made by community members, usually having specific voting tokens (Wood, 2014). This 
decentralised structure is designed to eliminate the need to trust individual entities, increase trans-
parency of operations, and improve the effectiveness and efficiency of resource management. 

The origin of the DAO idea is associated with the development of the Ethereum network, launched 
in 2015 by Vitalik Buterin and a team of programmers who created an environment enabling the 
building and implementation of smart contracts (Buterin, 2014). Ethereum introduced the possibil-
ity of creating decentralised applications (DApps), including organisations that do not need a central-
ised intermediary. One of the most famous initiatives was the DAO, a project launched in 2016 aimed 
at creating an investment fund fully managed by the community (Jentzsch, 2016). The key properties 
of a DAO organisation are presented in Table 1. 

Table 1. Features of a DAO organisation 

The most important features of a DAO organisation

Decentralization One of the most important features of DAOs is the lack of central authority. Traditional organisations are 
based on a hierarchy and central decision-making bodies – in DAOs, decisions are made collectively, based 
on pre-established rules in the smart contract code, and the right to vote usually depends on held tokens 
or other representation mechanism (Beck et al., 2016). Consensus mechanisms, such as stake-based del-
egation and vote proof, allow for streamlined and fair governance.

Autonomy DAOs operate on the basis of smart contracts that automate a number of processes, such as the distribu-
tion of funds, code updates, reward payments, and approval of cooperation with other entities. Once estab-
lished, the rules are impartial and cannot easily be manipulated by individuals. This allows organisations to 
minimize intermediaries and relieve members of the organisation of routine administrative tasks (Swan, 
2015).

Transparency  
and accountability

Every transaction and decision in the DAO is recorded on the blockchain, which ensures a high level of 
transparency. Community members can continuously track the use of funds, verify votes, and check the 
history of changes to the source code. The lack of the ability to arbitrarily change records and the avail-
ability of a complete activity history make the DAO characterized by high accountability, which contributes 
to building trust between stakeholders (Ølnes et al., 2017).

Global reach  
and inclusivity

DAOs can operate across national borders without the need to create legal entities in individual jurisdic-
tions. Due to this, members, regardless of geographical location, can cooperate, invest, or manage com-
munity resources. This global inclusivity supports the diversity of views, competences, and perspectives 
that shape the directions of the organisation’s development (Tapscott & Tapscott, 2016).

Source: authors’ work based on Beck et al. (2016), Swan (2015), Ølnes et al. (2017) and Tapscott and Tapscott (2016). 

The creation of DAO based on decentralised blockchain technology also led to the need to reori-
ent the definition of management in terms of new challenges. Governance in a blockchain-based DAO 
refers to a set of mechanisms, procedures, and rules to make decisions, manage changes, and allocate 
resources in a decentralised, transparent, and automated manner using blockchain technology. 
Unlike traditional forms of management, in which hierarchical structures and designated leaders 
play key roles, management in DAOs is based on protocols and smart contracts, as well as on the 
active participation of the community – members of the organisation have tokens that give them the 
right to vote on strategic issues, such as determining budgets, code modifications, selection of devel-
opment directions or admission of new members (Wang et al., 2019). Due to the use of blockchain 
technology, DAO management processes are transparent and verifiable. Every decision, vote, or 
transaction is registered, and consensus mechanisms (e.g., Proof of Stake) make it impossible to 
manipulate voting results without the consent of the majority. Additionally, smart contracts automat-
ically enforce the decisions made, eliminating the need for centralised execution bodies. As a result, 
DAO governance is strongly based on community, technology and predetermined objective rules, 
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ensuring a high level of decentralisation, security and trust (Beck et al., 2016). Managing DAO refers 
to a set of mechanisms, structures, and processes to make decisions, allocate resources, and shape 
development strategies in an environment based on blockchain technology. In DAO, traditional hier-
archical management models are replaced by automated rules and smart contracts that define how 
the organisation functions. Community members – as holders of tokens representing shares or voting 
rights – can directly influence the direction of changes, vote on proposals, and in some cases hold 
referenda on key aspects of the business (Wright & De Filippi, 2015). 

As a result, the management of DAO is characterised by the followings: 
• decentralisation: lack of a central decision-making body, replaced by collective consent or con-

sensus mechanisms, 
• transparency: every stage of the decision-making process, voting or flow of funds is permanently 

and publicly recorded on the blockchain, 
• automated rule enforcement: rules and decisions written in smart contracts are executed auto-

matically, eliminating the need for intermediaries and minimising the risk of manipulation, 
• social nature: the direction of the organisation is influenced by ecosystem participants who 

jointly develop proposals and solutions, introducing innovations and responding to changing 
market and regulatory conditions. 
Although the concept of DAOs has not yet been comprehensively examined, rigorously investi-

gated, or universally endorsed by scholars in the field of management, it is important to note that 
scholarly publications addressing this subject have been consistently increasing over the past several 
years (Sims, 2019; Ilyushina & Macdonald, 2022; Borgogno & Martino, 2024). 

Public organisations and non-profit entities are exploring innovative management solutions 
within the commercial sector. Consequently, it is reasonable to propose that the DAO concept may 
represent a contemporary approach to the governance of rural communes, especially smart villages. 
Table 2 delineates the objectives of the process management carried out within the municipal frame-
work, as well as the managerial objectives relevant to the DAO. 

Table 2. Comparison of management goals in the DAO organisation and in the commune 

Management aspect Process Management in the commune Management in a DAO organisation

Organisational  
structure

Hierarchical, based on administrative units and 
local government bodies.

Decentralized, automated, based on smart contracts 
and token-holding participants

Main goal Ensuring efficient, effective, and continuous 
service to residents; Performance of public 
duties in accordance with the law and social 
interest.

Ensuring transparent, autonomous, and decentralized 
decision-making and resource management based on 
community consensus.

Transparency and 
accountability

Achieved through the transparency of docu-
ments, registers, the control of supervisory 
authorities, and audits.

Guaranteed by the blockchain, the availability  
of source code and the transaction history; every step 
of the process is publicly verifiable.

Efficiency  
and stability  
of processes

Key, measurable, among others: service time, 
costs, and quality of public services.

Important, although understood through the efficient 
functioning of consensus mechanisms, quick imple-
mentation of changes in protocols, and minimization 
of disputes in the community.

Stakeholder  
participation

Key, measurable, among others: service time, 
costs, and quality of public services.

Direct participation of community members in voting 
on proposals; there are no formal hierarchies, and the 
voting power depends on the tokens and DAO mecha-
nisms held.

Automated rules To a limited extent, IT systems support adminis-
tration, but do not determine all processes; 
many tasks require the intervention of officials.

High degree of automation – smart contracts and 
algorithms enforce rules immediately when condi-
tions are met, minimizing manual intervention.

Resistance  
to manipulation

Limited but provided by law, control procedures 
and audits; abuses in the interpretation of regu-
lations or data manipulation are still possible.

High degree of automation – smart contracts and 
algorithms enforce rules immediately when condi-
tions are met, minimizing manual intervention.

Source: authors’ work based on Buterin (2014), Trajer and Trajer (2021) and Nazarko and Bokun (2024). 
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When examining the distinctions between process management within a municipal framework 
and that within a DAO context, it becomes apparent that the management system of a municipality 
and the organisational structure of a DAO possess distinct characteristics. Municipal governance is 
founded upon a legal and administrative hierarchy, whereas a DAO functions on the principles of 
decentralisation and autonomy. Within a municipal framework, procedural operations rely predomi-
nantly on the discretion of officials and their interpretation of the governing regulations. On the con-
trary, in a DAO, the enforcement of established rules is executed through smart contracts and algo-
rithms. Furthermore, trust in a municipal setting is derived from the legal system and oversight by 
higher authorities, whereas in a DAO, trust is engendered through technological means, specifically 
through code and consensus mechanisms. Notwithstanding these differences, both types of organisa-
tion exhibit certain shared characteristics. The most important are the following: 
• Transparency: Both the municipality and the DAO strive for transparency of activities and 

accountability, although the methods of achieving these goals are different (openness of docu-
ments vs. public blockchain register), 

• Efficiency and stability of processes: Both systems strive to improve their processes, although the 
municipality does so by optimising administrative procedures and the DAO by improving the 
code and consensus mechanisms, 

• Stakeholder participation: Both the municipality and the DAO involve the community (residents 
or token holders) in decision making, although the participation management model is different. 
By comparing the goals of both types of organisation, it can be concluded that the DAO organisa-

tion can be an inspiring tool and some support in improving selected aspects of municipal manage-
ment, especially in the field of transparency and civic participation. However, the full adoption of the 
DAO principles in the local government environment would require adapting the legal framework, 
providing appropriate technological infrastructure, educational activities, building social trust, and 
developing hybrid models in which some processes would be automated and decentralised, while 
others would still require traditional management methods. 

Although blockchain technology and the management approach related to DAO are a new con-
cept, there are numerous examples of its application in the areas of smart village management (Kaur 
& Parashar, 2021). In smart villages, blockchain technology can be used to track the origin, quality 
and transport conditions of agricultural products, increasing consumer confidence and facilitating 
distribution. By registering information about each transaction and transport stage in an immutable 
register, recipients can gain full insight into the product’s history. A systematic exploration of the 
potential of using blockchain technology to solve problems in the agri-food industry was presented, 
for example, by De Clercq et al. (2018). In their study, the authors present the functionality of the 
blockchain and identify problems in the agri-food industry that can be solved thanks to this technol-
ogy. The commentary focuses mainly on examples of problems in tracking the supply chain of agricul-
tural products, as well as tracking agricultural production to confirm and verify the quality of the 
received product. In the context of the transparency of transactions confirmed by the blockchain, 
statements of transaction operations can be a reliable confirmation of the origin of products, which 
increases consumer trust and leads to the building of the brand of suppliers. The problem of tracea-
bility of agricultural products was also addressed in (Kamilaris et al., 2019). The authors of the study 
point to the use of blockchain to improve the traceability of agricultural products in the context of 
smart agriculture, which can be translated into the level of functioning of smart villages struggling 
with the problem of product identification and focused on building their regional brands. Practical 
systems such as OriginTrail (Slovenia) and AgriDigital (Australia) implement blockchain solutions to 
manage the supply of grains and other agricultural products. 

In smart villages that use renewable energy sources (photovoltaic panels, small wind turbines), 
the blockchain can be used to monitor and settle energy production and consumption at the local 
level. Smart contracts enable automatic transactions between nodes of the energy system, which may 
be households or local government units. Energy management based on local resources can contrib-
ute to more efficient resource management. In Zhang et al. (2018), the authors describe a manage-
ment system for energy microgrids. The presented implementation concerns urban development 
conditions, but these concepts have also been extended to rural areas, especially those that operate 
according to the Smart Village initiative. The potential of blockchain in the management of decentral-
ised energy resources was also presented in the study by Lin et al. (2020). The authors analysed 140 
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research projects and start-ups using blockchain, from which a map of the potential and importance 
of this technology for applications in the energy industry was created. These initiatives were system-
atically classified into different groups according to the area of activity, the implementation platform 
used, and the consensus strategy used. The article discusses opportunities, potential challenges and 
limitations for a number of use cases, ranging from emerging P2P (peer-to-peer) solutions in energy 
trading and Internet of Things (IoT) applications, through decentralised markets, electric vehicle 
charging, and e-mobility. The authors noted the technical challenges that blockchain technology can 
help solve in a given case, as well as its potential disadvantages, such as the lack of sufficient legal 
regulations. The study concludes with a discussion of the challenges and market barriers that tech-
nology must overcome to prove its commercial viability and become widely adopted. 

Blockchain can be used to transparently manage information on soil quality, water use, fertiliser, 
and pesticide use, helping to make informed decisions about the sustainable use of natural resources. 
In the study by Lin et al. (2020), attention was paid to blockchain technology that is increasingly 
attracting significant interest in various agricultural applications. These applications can address 
a variety of needs in the agricultural ecosystem, such as increasing transparency in food safety and 
control of food product quality based on IoT systems. In addition, it can help trace the origin of prod-
ucts, streamline contract exchanges, and increase transaction efficiency. The complex chain from food 
producers to the final consumer involves numerous entities that do not necessarily trust each other, 
including small farmers, food processors, logistics companies, distributors, and retailers. It becomes 
crucial to achieve an optimal compromise between the efficiency and integrity of agricultural man-
agement systems. The authors of the study identified key challenges that occur in many agricultural 
systems. One of these challenges is to improve food production and the supply chain after the COVID-
19 pandemic. This case is an example of the effective use of blockchain technology. 

Blockchain technology is also used in transparent crowdfunding and microinvesting. The imple-
mentation of smart contracts on the blockchain enables transparent and automatic settlement of 
funds allocated for infrastructure development, agricultural projects, and social initiatives within the 
smart village. In the article by Casino et al. (2019), the authors provide an extensive overview of 
blockchain applications, encompassing both financial and social sectors, which can be tailored to 
meet the requirements of smart village development. There are also examples of applications of 
blockchain technology (including NFT – Non-Fungible Token) and virtual reality (VR) in promoting 
handicrafts and cultural heritage in the context of smart villages. Examples from the literature and 
scientific studies indicate the possibility of using these solutions both to protect the authenticity of 
handicraft products and to create engaging virtual environments conducive to education, promotion, 
and sales. Handicrafts in smart villages can be represented in the form of NFT tokens, which act as 
digital authenticity certificates. Any product, such as a fabric, sculpture, or basketball product, can be 
backed with an NFT, which will provide a unique and immutable record of origin, authorship, and 
quality. In this way, the buyer receives both a physical product and its digital equivalent, guaranteeing 
transparency of ownership history and originality (Casino et al., 2019; Stublić et al., 2023). The com-
bination of NFT and VR makes it possible to create a virtual fair where visitors from all over the world 
can ‘walk’ through the craftsmen’s displays, see their products in 3D form, and confirm their authen-
ticity using NFT. In this way, the smart village becomes a global player in the handicraft market, not 
limited to traditional sales channels. 

Blockchain plays an increasingly significant role in achieving sustainable development by sup-
porting the energy transition, reducing greenhouse gas emissions, and promoting environmentally 
and socially responsible practices. This technology enables the efficient management and tracking of 
renewable energy sources (RES), such as solar and wind power, facilitating the transition to more 
sustainable and efficient energy systems. For example, blockchain supports the creation of energy 
communities that allow local consumers (simultaneous producers and consumers of energy) to 
exchange energy directly, reducing energy losses during distribution and lowering operational costs 
(Cai et al., 2024).

In the context of sustainable development, blockchain also supports the realisation of the Sus-
tainable Development Goals (SDGs) of the United Nations, such as increasing access to clean and 
affordable energy (Goal 7) and reducing greenhouse gas emissions (Goal 13). Research shows that 
blockchain is particularly effective in promoting transparency and monitoring processes related to 
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renewable energy, contributing to emissions reduction and better integration of sustainable energy 
sources into global energy systems (Vaccargiu et al., 2023). 

Blockchain not only supports technological transformation in the energy sector but also allows 
greater efficiency in resource and data management. For example, the integration of the Internet of 
Energy (IoE) with the blockchain allows for more efficient monitoring and distribution of energy in 
real time, minimising losses and enhancing transaction transparency (Juszczyk & Shahzad, 2022). 

Furthermore, blockchain has the potential to reduce its environmental impact through more sus-
tainable energy models. In this context, alternative consensus algorithms, such as Proof-of-Stake 
(PoS) and Delegated Proof-of-Stake (DPoS), significantly decrease the energy consumption associ-
ated with traditional Proof-of-Work (PoW) algorithms. This approach enables the implementation of 
greener practices while maintaining the integrity of blockchain systems. Blockchain also facilitates 
the tracking of carbon footprints and greenhouse gas emissions within supply chains. These technol-
ogies can be effectively applied in the energy sector to improve transparency and trust in areas such 
as energy management and certification. For example, Zhang et al. (2024) demonstrate the potential 
of blockchain in improving supply chain visibility and supporting more sustainable practices in the 
energy sector (Zhang et al., 2024). 

Blockchain technology also supports new business models based on the principles of sustainable 
development. As shown by (Calandra et al. 2023), blockchain enables companies to adopt more sus-
tainable practices, such as cost reduction and improved transparency in energy management, while 
contributing to the achievement of the Sustainable Development Goals (Calandra et al., 2023). 

The practical applications of blockchain technology presented indicate that it can contribute to 
improving the organisation of smart villages. Based on a distributed blockchain, an ecosystem of 
stakeholder cooperation can be built, which fulfils the role of a DAO organisation, similar to industrial 
concerns (Buchwald & Pawlak, 2023). Due to its properties, such a system can improve management 
in many aspects of the operation of a smart village. By fostering transparent, decentralised, and 
secure energy systems, blockchain addresses the dual imperative of ensuring a reliable energy supply 
while promoting sustainable practices, making it a critical tool to navigate the energy transition in 
a sustainable and secure manner. 

Research Methods 

The research methodology adopted in the presented study is based on a multifaceted approach. 
It assumes the presentation and comparison of the basic assumptions of process management with 
the capabilities of today’s blockchain systems and DAOs based on it, which are subject to distributed 
management (Singh & Kim, 2019). Then, it is planned to present selected processes in the commune 
and problems related to the coordination of these processes and management through the prism of 
the possibility of their improvement using the blockchain environment. The results obtained in this 
way are compared with the scientific literature in the field of the application of modern decentralised 
technologies and smart village solutions. 

A case study was chosen as the research method that focuses on a particular issue, feature, or unit 
of analysis. This method is used especially when the researcher wants to analyse the situation in 
depth and the issue requires qualitative rather than quantitative analysis (Noor, 2008). 

Results of the research 

The possibility of using modern information technologies based on decentralised systems is 
strongly determined by the technical development of the commune and its attitude towards the use 
of modern information technologies. One of the areas in which significant progress has been made in 
the application of modern information technologies is the area of energy management, including 
electricity. This area is of interest for many aspects of smart village management. 

Pałecznica Commune is a commune located in Proszowice County in the north-eastern part of the 
Lesser Poland Voivodeship. It is a typical agricultural commune, and most of its area is covered by 
agricultural land. Currently, there are approximately 191 business entities operating in the commune 
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(including natural persons conducting business activity and commercial law companies). Service 
activities are dominant. The mission of the commune is sustainable development achieved through 
the cooperation of people and efficient management and care for space and the environment (Gmina 
Pałecznica, 2022).

The Pałecznica commune implements the assumptions of process management in accordance 
with the concept of a smart village in key areas of operation. The effectiveness of this centre affects 
other areas of the functioning of the commune, which is the result of the analysis of the smart village 
management architecture presented in Figure 1. 

Figure 1. Simplified model of a smart village from a process perspective 
Source: authors’ work based on Marcin Gaweł: Smart Village Model in a Process Approach to Management in a Municipality. 
Doctoral thesis written under the supervision of dr. hab. Barbara Piontek, professor of AWSB.

The project of the Centre for Intelligent Energy Management in the Pałecznica commune was 
implemented as part of the Sokół competition, which focuses on the implementation of innovative 
environmental technologies. The result of the project is an integrated energy management system in 
the Pałecznica Commune in the field of public utilities and installations. The development, construc-
tion, testing, piloting, and ultimately implementation of this system are aimed at reducing energy 
consumption (15-20%) and thus reducing emissions and saving natural resources. Furthermore, 
by better managing the water supply network, it will contribute to reducing water consumption. 
The value of the project is PLN 2,742,530.00 (fully co-financed by the National Fund for Environmen-
tal Protection and Water Management). Therefore, the Pałecznica commune chose the direction of 
development and reduction of CO2 emissions by investing in renewable energy sources. This direc-
tion required knowledge of new technologies and the purchase of large funds for their implementa-
tion and use. The concept of energy management implemented in the commune according to the 
assumptions of a smart village is an open system of interrelated processes and procedures that com-
bine broadly understood information technology, electronics, and the data transmission system to 
generate, design, operate, maintain and manage processes to support decision-making processes. 
Decisions of the beneficiaries of a specific structure at all levels in the provision of public services by 
local governments. Currently, 11 of the most energy-intensive facilities in the Pałecznica Commune 
are heated with various types of heat pumps, and the energy necessary for their operation is pro-
duced from their own distributed photovoltaic installations. The entire system is available online, 
and the data and software are stored on a server in the building of the Pałecznica Commune Office. 
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Control and monitoring of the installation was planned based on freely programmable controllers 
with Modbus RTU communication, which can execute programs in the field of calendar functions, 
time programs, trends and trend supplementation, monitoring and transmitting alarms, time syn-
chronisation, integration of MODBUS devices and data from other external MODBUS devices, control 
and monitoring of circulation pumps via the GENIbus protocol. The network controllers installed in 
the control cabinets were established to communicate through at least four ports. Their structure 
included an interface between the LAN/WAN network and the system’s object elements, enabling 
global supervision of the functions of devices connected to the controller. The drivers had to be com-
patible with the Modbus RTU standard. Integration of additional devices was carried out via the 
RS485/MODBUS bus, e.g., inverters, photovoltaic inverters, heat pumps, electricity meters, etc. Data 
exchange speeds range from 2400 to 230400 b/s. (The Modbus Organisation, 2006). 

The use of measurement systems, control automation methods, and modern data acquisition 
systems in energy management showed the possibilities of tracking processes that affect the func-
tioning of a smart village. Therefore, the concept of monitoring and analysing data can be imple-
mented not only for energy management needs, but also to manage other types of processes that are 
implemented by municipal stakeholders.

The use of IT systems for monitoring is consistent with the idea of the Internet of Things. Data on 
the implementation of business processes in the organisation can be stored in distributed registers 
based on local blockchain networks or global distributed registers. The choice of appropriate decen-
tralised technology depends on the need to distribute the collected data and the need to analyse it. 
The need to use public data registers in the blockchain architecture determines the implementation 
of mechanisms to ensure information security.

ICT security for distributed blockchain-based systems is guaranteed by internal operating mech-
anisms, but when designing a management system based on these technologies, it is necessary to 
ensure compliance with legal standards regarding the security of the organisation itself. In many 
cases, modern decentralised technologies based on blockchain architecture do not have strict legal 
guidelines, which may make such a task difficult. One of the concepts to solve the above problems 
may be to create a hybrid system for tracking the implementation of key business processes in the 
commune. Such a system on the side of public blockchain registers would guarantee high anonymity. 
Through integration with conventional databases maintained by offices, information collected in 
decentralised registers could be used to examine and assess the effectiveness of processes. This inte-
gration scenario shows great potential to solve the acquisition of key data between units operating 
within the smart village, but also outside of it. The architectural concept of a decentralised IT system 
based on the above assumptions is presented in Figure 2. 

Figure 2.  
Conceptual architecture 
of a decentralised smart 
village management 
system 
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The diagram presents an integrated architecture of a smart village management system, where IT 
systems, IoT device networks, blockchain technologies, and a distributed data layer function together 
as a unified ecosystem. At the core of this system is the IT management system for the smart village, 
which collects and processes data from two main sources: the IT system of the Pałecznica commune, 
which contains internal data repositories, and the external IT systems of various stakeholders. These 
data are then transferred to the distributed data layer, which is powered by decentralised storage 
technologies such as IPFS, SWARM, and PPIO. These technologies ensure secure, tamper-proof, and 
distributed data storage.

The IT management system also interfaces with the IoT device network, which operates on the 
edge layer infrastructure. This network includes infrastructure monitoring systems, material resource 
labelling systems, control systems, decentralised applications (DApps), and smart contracts. These 
devices generate a continuous stream of data, which is stored and secured on a private blockchain. 
This private blockchain provides a secure environment for managing sensitive local data and execut-
ing smart contracts reliably.

The distributed data layer plays a dual role by connecting to both the private and public block-
chains. While the private blockchain ensures local data integrity, the public blockchain allows selec-
tive sharing of data with external stakeholders. This improves transparency, trust, and accessibility 
without compromising local data sovereignty. 

Overall, this architecture creates a coherent digital framework for smart village management, 
where data is securely gathered, stored, and shared through a decentralised and transparent system, 
allowing efficient and trustworthy digital governance. 

Discussion/Limitation and future research 

The technological challenges related to the implementation of the proposed system require the 
use of modern solutions and tools that are already available on the market. However, they are used in 
IT systems that comply with the assumptions of Web 4.0. Although these assumptions determine the 
future of Internet operation, the selected tools and technologies related to this concept are already 
publicly available. They are briefly presented in Table 3. 

Table 3. Technologies and tools to build a distributed management system 

Technology/tools Brief Characteristics

Private Blockchain A private blockchain is a closed network in which only selected entities can participate in the verification of 
the transaction and view data. Unlike a public blockchain (where anyone can join the network), a private 
blockchain offers greater control over access and permissions, which is especially important in business and 
enterprise applications where confidentiality is key. Popular tools and platforms of this type include:
Hyperledger Fabric – developed by the Linux Foundation – allows for flexible definition of permissions and 
consensus rules.
R3 Corda, designed specifically for the financial industry, allows private transactions between trusted par-
ties.
Quorum (based on Ethereum) combines the advantages of Ethereum with additional privacy features and 
data access control.

IPFS IPFS (InterPlanetary File System) is a protocol and peer-to-peer network that is used for distributed file stor-
age and sharing. Instead of using traditional URLs (based on server location), IPFS uses the so-called “con-
tent addresses” (hashes). In this way, you only need to know the unique hash of a file to access it regardless 
of where it is stored.
In the context of blockchain applications, IPFS is often used to store larger data (e.g., documents, multimedia 
files) that would be inefficient and expensive to store directly on the blockchain. The blockchain itself then 
only stores a hash (reference) to the data in IPFS, which allows for the following:
• Low costs: Transaction fees in the blockchain network apply only to recording short information (e.g., 

hash), not entire data.
• Immutability of content: changing the file would generate a different hash, making it easier to verify integ-

rity.
• Scalability – data can be distributed across multiple IPFS nodes, ensuring better availability and perfor-

mance.
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Technology/tools Brief Characteristics

SWARM SWARM is a decentralized data storage and distribution platform tightly integrated with the Ethereum net-
work. Like IPFS, it uses a peer-to-peer architecture and content-addressed storage because files are not 
dependent on a specific server but are accessible through unique hashes.

PPIO Peer-to-Peer I/O is a decentralized data storage and sharing platform that combines blockchain techniques 
with a distributed peer-to-peer network. As with solutions such as IPFS or SWARM, data are shared and 
replicated between nodes, increasing fault tolerance and censorship.

IoT networks The Internet of Things is a concept and set of technologies that enable the connection of various types of 
devices (sensors, machines, and systems) to the Internet and the mutual communication between them. As 
a result, an ecosystem is created in which intelligent equipment – from simple temperature or lighting sen-
sors to advanced industrial systems – exchanges data, enabling automation, optimization, and the creation 
of new services and solutions.

DApps Decentralized Applications – These are applications operating in a decentralized way, most often using 
blockchain technology or other distributed ledgers. Unlike traditional, centralized applications (e.g. typical 
web applications, where logic and databases are kept on servers belonging to specific companies), DApps 
operate on the principle of a peer-to-peer network and do not have one main node controlling the whole.

Smart Contracts Smart contracts are fragments of computer code operating on blockchain technology, which automatically 
perform specific actions when pre-defined conditions are met. To put it simply, they can be compared to 
„digital contracts” that are self-enforcing thanks to transparent and immutable rules written in code.

The integration of blockchain technology and DAO into the smart village IT system offers several 
significant advantages over conventional IT architectures, particularly in terms of data transparency, 
security, decentralisation, and stakeholder empowerment. Traditional IT solutions typically rely on 
centralised servers, where data management, validation, and decision-making are controlled by 
a single administrative authority. This structure often leads to limited transparency, vulnerability to 
data breaches, and restricted stakeholder participation. In contrast, the smart village system depicted 
in the diagram leverages a hybrid blockchain architecture (both private and public) and a distributed 
data layer (IPFS, SWARM, PPIO), which enables secure, decentralised, and transparent data handling. 

Blockchain and DAO technologies reduce administrative overhead and increase trust through 
automated processes. Smart contracts deployed on the private blockchain can handle routine opera-
tions such as resource allocation, infrastructure monitoring, and service agreements without manual 
intervention. This automation minimises bureaucracy and ensures verifiable and tamper-proof 
records. In addition, DAOs can provide a governance framework in which administrative decisions 
are transparent and traceable, enhancing credibility and accountability.

Residents of the smart village benefit from increased transparency, participation, and ownership 
of data. In traditional systems, citizens have limited insight or control over how their data is used. 
With blockchain integration, commune members can interact with DApps, vote on proposals via DAO 
mechanisms, and verify public records themselves. They become active participants rather than pas-
sive data subjects. Furthermore, the use of edge-layer IoT infrastructure ensures that local data is 
processed efficiently and remains under local control.

The public blockchain interface allows external stakeholders to access selected, verifiable data 
without relying on intermediaries. This promotes trust and accelerates decision-making in partner-
ships or investments. For example, NGOs can audit how environmental monitoring is conducted, or 
investors can verify infrastructure performance through immutable blockchain records. Smart con-
tracts also allow external parties to enter into agreements with the commune in a secure and auto-
mated manner.

At first glance, if data is stored in a centralised database, the role of blockchain technology might 
seem limited. However, blockchain does not replace traditional databases; it complements them by 
adding an additional layer of security, transparency, and trust, especially in systems involving multi-
ple stakeholders. The blockchain acts as an immutable audit trail. While operational data may reside 
in centralised databases for speed or cost reasons, critical events such as data changes, decision 
approvals, transactions, or voting results are recorded immutably on the blockchain. This enables full 
traceability and makes manipulation significantly harder. The blockchain allows the implementation 
of smart contracts that automate and enforce the rules of the system, such as resource distribution, 
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data access, or service approvals. These mechanisms reduce reliance on central authorities and min-
imise the risk of abuse or mismanagement. In ecosystems like a smart village, where data is shared 
across various parties (local administration, residents, external organisations), blockchain serves as 
a shared, trusted verification layer. Even if the data itself is stored off-chain, the blockchain confirms 
its authenticity, ensures immutability, and enables direct verification by stakeholders.

In summary, replacing traditional IT with a blockchain and DAO-based system in smart village 
governance significantly improves transparency, resilience, efficiency, and inclusivity. This technolog-
ical shift empowers all stakeholders: administrators, residents, and external actors, by decentralising 
control and ensuring that integrity and governance of data are built into the system by design.

The primary limitation of the presented considerations lies in the use of the case study method. 
The selected commune, like any other, is characterised by distinct economic, cultural, social, and tech-
nological attributes. Consequently, the depiction of the implementation of DAO within this commune 
serves merely as an illustrative example and should not be construed as a basis for generalisation. 
Thus, while the case study method provides comprehensive insight, it possesses certain limitations. 
First, there is a constraint in generalizability, as the selected case pertains to a specific commune 
functioning within a particular context. This specificity poses challenges in extrapolating the findings 
to a larger population. Second, there is the potential for subjectivity and researcher bias, given that 
one of the researchers holds the position of mayor within the commune. The personal interpretations 
and predispositions of the researcher can influence the analysis and inferences derived from the case 
study. Third, due to the distinctive nature of the case under examination, replicating this case study 
might prove challenging, if not implausible. The absence of reproducibility can impede the verifica-
tion of findings and the establishment of a robust collection of knowledge. 

In DAO-based systems, a low number of participants can pose several challenges. Firstly, low 
turnout and limited participation can result in decisions being made by a very small fraction of the 
population, undermining democratic legitimacy. Second, with only a few active nodes (eg validators 
or voting participants), the blockchain network becomes more vulnerable to manipulation, such as 
51% attacks, where a small group could take control over consensus and tamper with outcomes. 
Moreover, the small scale of the community can hinder the sustainability of DAO governance. Manag-
ing funds, updating protocols or resolving disputes requires a minimum level of participant activity 
and technical capability. In small rural communes, these human or technical resources may be insuf-
ficient to support fully decentralised operations. To mitigate these risks, hybrid governance models 
should be considered, combining decentralised logic with some central oversight. Furthermore, 
mechanisms such as voting quorum, delegated voting, or minimum participation thresholds can help 
ensure fair and secure decision-making even in low-population settings. This approach allows the 
system to retain the benefits of transparency and automation while remaining realistic and resilient 
within a small-scale context. 

In many hidden applications, blockchain is used outside of the distributed file system (DFS) data 
storage resources due to the high technical costs of storing data on the blockchain itself. This concept 
was also adopted in the presented solution. However, this approach raises practical concerns regard-
ing the handling of real-time and continuous data streams, such as IoT device recordings. IoT data is 
typically generated continuously, often in real time, making it impractical to treat it as static files. 
A more realistic approach involves buffering data locally at the edge layer and periodically uploading 
it to the DFS in batches. Once stored, a hash of each batch or file fragment can be written to the block-
chain at set intervals (e.g., hourly or daily). This design supports incremental updates, allowing the 
system to handle ongoing data streams without requiring simultaneous bulk uploads. 

To ensure data integrity and auditability, each batch should carry a unique hash and a timestamp. 
This allows the system to verify individual segments, reconstruct data sequences if needed, and track 
the chronological data flow.
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Conclusions 

The article discusses the concept of a smart village as an innovative approach to the management 
of rural areas, ICT, blockchain, and DAO. The aim of these solutions is to improve the quality of life of 
residents, the efficiency of resource management, the transparency of processes, and sustainable 
development. The article pays special attention to the use of blockchain technology, which enables 
decentralisation, immutability of data records, and process automation thanks to smart contracts. 
Potential benefits are described, such as improving transparency, reducing administrative costs, and 
improving municipal management. Complete adaptation of blockchain technology in the manage-
ment of municipalities and smart villages requires a hybrid approach that combines modern technol-
ogies with traditional administrative methods. The use of good aspects of traditional management 
methods in a hybrid approach allows the use of personal characteristics of employees and the value 
of human capital in the organisational development process. The hybrid approach is a compromise 
between process automation thanks to blockchain and the maintenance of traditional management 
elements that are still necessary in current legal and organisational realities (Knosala et al., 2024). 

A hybrid approach requires appropriate investments in technological infrastructure, expansion 
of the IoT device network (Buchwald et al., 2022), staff education, and adaptation of the legal frame-
work to enable cooperation between modern blockchain systems and traditional management meth-
ods. Furthermore, it is necessary to build social trust in new technologies, especially in the context of 
data protection and security. Technologically, many municipalities in Poland are prepared to auto-
mate management processes by introducing blockchain technology. 

The article presents an example of the Pałecznica commune, where an integrated energy man-
agement system was implemented. This system uses blockchain to monitor energy production and 
consumption, while relying on traditional control systems and local servers that enable effective 
management of processes at the municipal level. The most important advantages of the hybrid 
approach are the following: 

combines the best features of both systems: the automation and transparency of the blockchain 
with the flexibility and compatibility of traditional methods, 
• reduces costs and increases the efficiency of administrative processes, 
• increases community trust in the actions of local authorities through transparency, 
• accelerate the adaptation of new technologies within existing legal and administrative structures. 

In summary, the hybrid approach to integrating blockchain with traditional management meth-
ods provides a practical and effective solution that can be widely used in smart cities and towns. 
It allows for a gradual transformation of public administration, increasing transparency, efficiency, 
and sustainability of activities. Blockchain not only supports technological and ecological transfor-
mation but also introduces new models of energy management and sustainable consumption. With 
its characteristics such as transparency, decentralisation, and energy efficiency, this technology plays 
a crucial role in the advancement of global sustainable development goals and the construction of a 
more resilient energy infrastructure. Future research and investment in this technology could further 
enhance its contribution to the achievement of sustainability worldwide. 
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Paweł BUCHWALD • Barbara PIONTEK • Anna ADAMUS-MATUSZYŃSKA • Marcin GAWEŁ

MOŻLIWOŚCI POPRAWY BEZPIECZEŃSTWA I EFEKTYWNOŚCI ENERGETYCZNEJ 
ZRÓWNOWAŻONEGO ZARZĄDZANIA INTELIGENTNĄ WIOSKĄ POPRZEZ 
WYKORZYSTANIE TECHNOLOGII BLOCKCHAIN ORAZ ZDECENTRALIZOWANYCH 
ORGANIZACJI AUTONOMICZNYCH NA PRZYKŁADZIE GMINY PAŁECZNICA 

STRESZCZENIE: W artykule omówiono koncepcję inteligentnych wiosek, kładąc nacisk na integrację technologii informa-
cyjno-komunikacyjnych (ICT), blockchain i zdecentralizowanych organizacji autonomicznych (DAO) w celu usprawnienia zarzą-
dzania zrównoważonego w gminach. Artykuł podkreśla rolę blockchain w decentralizacji i automatyzacji procesów za 
pośrednictwem inteligentnych kontraktów, które oferują korzyści takie jak lepsza przejrzystość i zmniejszone koszty administra-
cyjne oraz bezpieczeństwo energetyczne. Podejście hybrydowe które łączy łańcuch bloków z tradycyjnymi metodami, jest zale-
cane w celu optymalizacji zarządzania przy jednoczesnym wykorzystaniu kapitału ludzkiego. Podejście to wymaga inwestycji 
w infrastrukturę, edukację i dostosowania prawne w celu ułatwienia integracji. Studium przypadku gminy Pałęcznica ilustruje 
udane wdrożenie nowoczesnego systemu zarządzania energią, który może być zintegrowany z technologią łańcucha bloków. 
W świetle przedstawionej analizy model hybrydowy zapewnia skuteczną transformację administracji publicznej, zwiększając 
przejrzystość, efektywność i zrównoważony rozwój w inteligentnych wioskach. 

SŁOWA KLUCZOWE: inteligentna wioska, rozwój zrównoważony, łańcuch bloków, rozproszona administracja, organizacje 
DAO, Internet Rzeczy, zarządzanie bezpieczeństwem energetycznym 
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